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Introduction

Quantum Key Distribution (QKD) protocol :

e Quantum part: Distribution and measurement of quantum information

o Classical part: Parameter estimation and Classical post-processing
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Introduction

Quantum Key Distribution (QKD) protocol :

It is shown if in the classical part of the protocol Alice or Bob adds
some amount of noise to their measurement data, then the efficiency
of the protocol can be increased (R. Rener, N. Gisin, and B. Kraus, Phys. Rev. A
72, 012332 (2005))
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Introduction

Quantum Key Distribution (QKD) protocol :

It is shown if in the classical part of the protocol Alice or Bob adds
some amount of noise to their measurement data, then the efficiency
of the protocol can be increased (R. Rener, N. Gisin, and B. Kraus, Phys. Rev. A
72, 012332 (2005))

What will happen if we add some amount of noise in the quantum J
part ?
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Six states protocol

Eavesdropping with pure states (D. BruB, Phys Rev. Lett. 81, 3018 (1998))

* [0
|1
o [0) = 25 (10) + 1)
* 1) = 75(10) = 1))
* 10) = 75(10) +[1))
o 1) = Z5(10) —il1)

Alice sends one of these six pure states at random to Bob.
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Six states protocol

Eavesdropping with pure states (D. BruB, Phys Rev. Lett. 81, 3018 (1998))

The most general Unitary transformation Eve can design is of the
form :

Ul0)|X) = VE|0)|4) + V1= F|1)|B)
UI1)|X) = VF|1)|C) + v1 - F|0)|D)
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Six states protocol

Eavesdropping with pure states (D. BruB, Phys Rev. Lett. 81, 3018 (1998))

The most general Unitary transformation Eve can design is of the
form :

Ul0)|X) = VE|0)|4) + V1= F|1)|B)
UI1)|X) = VF|1)|C) + v1 - F|0)|D)

F is the fidelity of Bob's bit and is defined as

F = (4"[p[") =1-D
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Six states protocol

Eavesdropping with pure states (D. BruB, Phys Rev. Lett. 81, 3018 (1998))

The most general Unitary transformation Eve can design is of the
form :

Ul0)|X) = VE|0)|4) + V1= F|1)|B)
UI1)|X) = VF|1)|C) + v1 - F|0)|D)

F is the fidelity of Bob's bit and is defined as
F="p"lp")=1-D
It is assumed Eve is clever enough to treat all six states in the same

way that means the same fidelity for Bob.

Eavesdropping in quantum cryptography with six mixed states, p. 3



Eavesdropping with Mixed states

six mixed states
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where, p is the noise parameter and [ is the identity operator.
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Eavesdropping with Mixed states

we consider that Eve uses the same unitary transformation.

Quantum Bit Error Rate [Q] J
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Eavesdropping with Mixed states

we consider that Eve uses the same unitary transformation.

Quantum Bit Error Rate [Q]

[@Q] = 3(01p710) + 3(1lpF11)

(0lpy|0) = (1]p5 [1) = (0]p7|0) = .. = ... = ...
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Eavesdropping with Mixed states

we consider that Eve uses the same unitary transformation.

Quantum Bit Error Rate [Q]

(@] = 3{01p710) + 3{1IpF 1)

(0p7'10) = (L|pg 1) = (0]p7’[0) = ... = ... = ...

Constraints
e (BID)=0
o Re(A|IC)=2—+
e (A|B) +(D|C) =0
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Eavesdropping with Mixed states

we consider that Eve uses the same unitary transformation.

Quantum Bit Error Rate [Q]

(@] = 3{01p710) + 3{1IpF 1)

(0p7'10) = (L|pg 1) = (0]p7’[0) = ... = ... = ...

Constraints
e (BID)=0
o Re(A|IC)=2—+
* (A|B)+(D|C) =0
* (A|D) +(B|C) =0
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Eavesdropping with Mixed states

Mutual Information

Y = HX)+H(Y)-H(X,Y) = > _p(x,y)logp(ylz)—>_ p(y)log p(y)
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Eavesdropping with Mixed states

Mutual Information

Y = HX)+H(Y)-H(X,Y) = > _p(x,y)logp(ylz)—>_ p(y)log p(y)

I =1+QlogQ+ (1 -Q)log(l - Q)
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Eavesdropping with Mixed states

Mutual Information

o 148 =14+ QlogQ + (1 —Q)log(1 — Q)
e Q=D(1-P)+7%
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Eavesdropping with Mixed states

Mutual Information
4% =2 J
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Eavesdropping with Mixed states

Mutual Information

4% =2

Eve's states

* [B) = [00)
e |D) =11)
* |A) = 24|00) + B4[10) + 74|01) + 04|11)
e |C) = ac|00) + Bc|10) + v¢|01) + 5c|11)
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Eavesdropping with Mixed states

Mutual Information

I4F =2

Eve's states

|B) = [00)

|D) = [11)

o |A) = @al00) + B4|10) + v4]01) + 54 |11)
|C) = ac|00) + Bc[10) + ¢[01) + 6¢(11)

Constraints between the coefficients of Eve'States
lac|? + 1Bcl? + [vel* +16c|* = 1

laal? + [Bal® + |yal?> + (04> = 1

e al +0c=0

° 524-010:0
=921

e Re(ayac + 8468c +vive + 6%0¢)




Eavesdropping with Mixed states

Mutual Information

IAE = 147[(1-£)(Flaal>+1-F)+£F|6a|?, £(Flaa|*+1-F)+F(1-£)|d4|%]

+1(r[(1 = &)F|Bal* + £F|Bc|?, 2F|Bal* + (1 — £)F|Bc|?])
+1(7[(1 = 2)Flyal* + £F|vcl?, F2|val?* + (1 — £)Flyel?])

7z, y] = xlogx + ylogy — (z + y) log(z + y)
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Eavesdropping with Mixed states

Maximal Mutual Information (A & E)for pure states

og=04=0

Bel® =1~ 1Bal?

148 = 1+ (1= D){ 18P log |8l + (1 = 84 log(1 — 84")}

1Bal? = %(1+ % D(2—3D))
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Eavesdropping with Mixed states

Maximal Mutual Information (A & E)for Mixed states

ap=04=0

Bel® =1~ 1Bal?

P =1+(1- D){((l—P)IﬂA\2 + %) log (1-p)|Bal® + £)
+(a-5) - a-P)|Bal?) log (a-5) — a-P)IBa) }

+D{5log £ + (1 - £)log 1-5)}

18al? = 3(1+ —— VD@ -3D) )

V.
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Comparing between mutual information in terms of D (p

Green curves for pure states

Red curves for mixed states

solid curves between Alice & Bob
Dashed curves between Alice & Eve
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Crossing point D
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Comparing between mutual information in terms of Q (p= 3)
|
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®  Green curves for pure states
® Red curves for mixed states
®  solid curves between Alice & Bob
® Dashed curves between Alice & Eve
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Crossing point : QBER
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Summary

o Obtaining the mutual information for six mixed states.
o Optimal eavesdropping strategy for mixed states is the same for pure states .

e The mutual information for mixed states is less than for pure states(in terms
of D), and depends on the noise parameter .

e The mutual information ( A&E )for mixed states is less than for pure
states(in terms of Q) and depends on the noise parameter.

e The crossing point moves to higher Q, that for establishing a secret key
higher Q is desirable.
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